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In dependable systems like satellites and deep-space space missions, faults happen randomly over time,
with mitigation schemes based on redundancy and the use of space-hardened components attempting to
reduce the number of faults and in particular prevent them from escalating into overall system failure. At
the same time, these systems are subject to performance requirements related to their actual (real-time)
tasks and communication with ground stations, with random scheduling effects, message loss probabili-
ties, and signal transmission and propagation delays together determining the key performance properties
such as throughput or response times. Two widely-used formalisms are continuous-time Markov chains
(CTMCs) and generalized stochastic Petri nets (GSPNs) [[13}22]. In both, all delays must be exponen-
tially distributed. The resulting memoryless nature of these models admits scalable analytical analysis
methods such as probabilistic model checking [2,3]]. In reality, however, many inter-event times are not
exponentially distributed, and hard to approximate by CTMCs: time to failure is more realistically mod-
elled by a Weibull distribution in most cases, and communication opportunities typically arise at known
fixed intervals depending on e.g. the satellite’s orbit. We thus need non-Markovian formalisms that di-
rectly incorporate general continuous probability distributions, such as stochastic automata (SA) [11] or
Petri nets with general transitions (e.g. HPnGs [15]]). In this paper, we use SA, because they are con-
ceptually simple yet highly expressive and their compositionality makes them attractive for modelling
complex component-based systems. Additionally, transformations from reliability block diagrams and
dynamic fault trees, which both have been used to model satellite systems, to SA have been developed
recently.

SA extend labelled transition systems with stochastic timers (that may be reset to values sampled
from continuous probability distributions to then decrease over time and expire when reaching value
zero) and edges that become enabled when all timers in their guard set have expired. Due to their non-
Markovian nature combined with the ability to include nondeterministic choices, the analysis of SA is
hard. Two SA model checking algorithms were proposed by Bryans et al. in 2003 [6]]. They use a timer-
based variant of SA with severe restrictions (timers may only be used out of locations in which they
have just been reset, and all distributions must be non-negative and bounded). The first algorithm uses a
“region tree” and requires solving nested integrals over the probability density functions of each expired
timer, which becomes infeasible as the tree grows in depth. The second algorithm avoids the nested
integrals by discretising the distributions. No tool implements either algorithm today. The only currently
available tool with dedicated SA support, FIG [7], employs statistical model checking [[1,21] (i.e. Monte
Carlo simulation) and is thus restricted to (weakly) deterministic SA [12]. Analytical approaches for
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more general models, such as HPnGs or stochastic timed automata (STA) [5,/17]], do not scale for typical
SA with many discrete locations and several timers possibly reset repeatedly on loops.

We recently developed [10]], and summarise here, the first dedicated model checking approach for SA
that is effective (i.e. that works for typical and nontrivial SA models) and implemented in an available
tool. It is based on interval abstraction [14]: we replace each timer reset, i.e. each sampling from
a continuous distribution u, by a discrete distribution over a finite set of intervals that partition u’s
support. The choice of concrete value from the selected interval is nondeterministic, and we propagate
the intervals forward symbolically through the “big time steps” semantics of the SA. We thereby turn the
SA into a Markov decision process (MDP) [4,20] that overapproximates the SA’s semantics. As a result,
the maximum (minimum) probability of eventually reaching a set of MDP states corresponding to a goal
location in the SA—which we compute by standard value iteration [[19]—is an upper (lower) bound on
the corresponding probability for the SA.

We specified our approach formally and showed the overapproximation property [10, Sec. 3]. The
construction of an MDP ia(.#) for a given SA . and interval abstraction p follows two rules: First,
the discrete step rule adds outgoing transitions to an MDP state whenever an edge in the corresponding
SA location would be enabled. The transition leads into a discrete distribution ﬂ,%_  Over target states,
with one target state for every possible combination of intervals partitioning the supports of the timers
that are reset. That is, the nz_ » randomly picks an interval for every timer that is reset. Second, the
time step rule implements the big time steps semantics. It creates o-labeled transitions, which represent
the symbolic passage of some time until an edge in the SA becomes enabled. For every SA edge, one
o-labeled transition is created, resulting in a nondeterministic choice of which timers within overlapping
intervals of time expire first. A condition for generating a ¢ transition is thus that no other guard set
must definitely expire before. Then, a new state is created where the interval bounds for each timer
within the guard set are set as expired, while the remaining timers are updated to reflect the possible
valuation after the minimal and maximal delays. We formalized the operational semantics of both the
time-step rule and discrete step rule [10, Sec. 3.1]. Furthermore, we provided a proof sketch, based on
results from [16, Thm. 4.22], showing that our interval abstraction MDP does indeed underapproximate
minimal reachability probabilities and overapproximate maximal reachability probabilities:

P < pt - and  pitl < pasll).

Our new SA model checking approach is implemented in a prototype tool written in Rust and can be
found at doi:10.5281/zenodo.19829349. The tool pipeline is shown in[Fig. T} A probability mass p; must
be specified as input alongside the SA model and the property to check, which queries for the probability
of the set of paths satisfying a —avoid U¥ until formula. For each distribution associated to a timer,
the inverse cumulative distribution function (CDF) is then used to find intervals of probability mass p;
that partition the distribution’s support. If 1/p; is not an integer, then one (the last, with highest values)
interval may have probability < p; to cover the remainder of u’s support. The tool currently supports
timers uniform, exponential, Erlang, and Weibull distributions. For the Erlang distribution, we currently
use the ruststat library’s implementation of the inverse CDF for the gamma distribution. We also
extended the MODEST [5,/18]] and JANI [8]] languages with support for timers and thus SA, providing
a new user-friendly high-level modeling language for SA and a means to conveniently exchange SA
models between tools [10, Sec. 4].

Using the prototype implementation, we evaluated the performance and scalability of the transfor-
mation approach on example SA from and inspired by the literature [10, Sec. 4]. These examples cover
all common features of SA that we support: discrete nondeterministic choices, discrete probability distri-
butions over target locations, immediate and timer-guarded edges, including guards with multiple timers
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Figure 1: Tool pipeline of the prototype implementation in Rust.
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Figure 2: SA M,

and races between edges, and timers following several different distributions. We ran the tool on SA My,
M>, and M5 from [9] and obtained good approximations of the actual results despite the overapproxima-
tion from the abstraction within relatively short runtimes, outperforming the results obtained by strategy
sampling in [9]].

The experiments confirmed that the accuracy of the results depends on the specified probability p;
as expected: for decreasing p;, pmax decreases and p,,;, increases. The results obtained for M|, shown in
Figure can be seen in Table and demonstrate that the tool gives a close approximation of
the actual probabilities of p,,. = 0.75 and p;, = 0.25 within a reasonable runtime. We also evaluated
our approach on SA with a larger state space using SA models of non-Markovian queueing systems with
a buffer size of 100. Despite the state space size of millions of MDP states after transformation, the
runtime for the entire tool pipeline remains below 5 minutes. Finally, we compared our tool against the
approach for stochastic timed automata (STA) [5/{17] implemented in the MODEST TOOLSET using a file
server model introduced in [[17]. We find that for comparable runtimes between both tools, our prototype
implementation yields more accurate results.

In summary, we find that, despite its prototypical nature, our tool already works well for reasonably-
sized SA even when using many intervals to obtain results with good accuracy. With some additional
optimisations, it shows strong potential to significantly outperform existing techniques that handle su-
perclasses of SA, benefiting from being an SA-specific technique.
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